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Those Pesky Viruses...

Guidelines  to  follow  for Personnelists

vir·us n.

1. Any of various submicroscopic pathogens consisting essentially of a core of a single nucleic acid surrounded by a protein coat, having the ability to replicate only inside a living cell.

2. A  specific pathogen.
3. Something that poisons one’s soul or mind.
4. A program designed to replicate and spread, preferably without a user’s knowledge, by attaching itself to another program with the intent of causing damage to the host computer or drawing attention to the virus creator.
Why CPOCs are vulnerable

Since regionalization we have undergone drastic changes in the way we perform our everyday duties.  The principal vehicle of these changes has been a more sophisticated, enhanced and complex computer network.  (Note that these terms do not necessarily denote a more secure environment!  On the contrary, our current architecture leaves us more vulnerable than ever.)

We now rely primarily on communication between personnelists to do our job.  Ask yourself how much work you can accomplish if your workstation, the network, or the email server is down.  Not much.  

In particular, electronic mail has rendered us vulnerable to attack, mainly because we deal with a HUGE number of email messages - many with attachments - every single day.  Also (although it is against DoD policy and not widely discussed) we send and receive a great deal of personal email, which is more likely to contain an infected attachment than mail originating within our own offices (since personnelists are not generally in the virus-creation business.)  We can therefore safely deduce that virtually all viruses are introduced into our networks from outside external email sources.

Even though, as you’ll see below, there are many different types of viruses which can cause differing amounts of damage, this paper deals primarily with those which propagate themselves via email.  Finding email addresses over the Internet is very simple, and anyone with a Yahoo or Hotmail account knows how bad the virus and spamming situation has become.

Given our heavy dependence upon our networks, we need all personnel to play an active part in protecting our automation by being vigilant.  

Best Practices for preventing the spread of viruses

There are two factors involved in protecting ourselves against virus attacks:  our computers and our people.  By far, our people play the greater role in protecting our assets.  Your ISSO can help you find out if you’re doing everything you can to safeguard your workstation from virus attacks.  Feel free to contact him or her if you have any questions at all.

Our workstations and servers can be protected by:

1. Loading the latest antivirus software.

2. Loading the latest virus definition files DAILY through the automatic live update function.

3. Insure that the software is configured to scan ALL files on ALL HARD DISKS DAILY.

4. Insure that any applicable heuristics are configured to catch known viruses at the server.

Our people can help by following these best practices when dealing with email attachments:

1. Use common sense and your own best judgement: if you don’t know the sender, be certain about the attachment before opening it.

2. Exercise caution if you receive unsolicited email or email you know to not be “official.”

3. If you receive the same message (with the same subject line or with the same attachment) from multiple sources, chances are good that it contains a virus.  Call your ISSO!

4. Be especially suspicious of attachments that are executable programs. 

5. If you have any doubts, or don’t know what the attachment is, then please don’t open it.  Call the sender if you know them, or contact your CPOC Information System Security Officer (ISSO) if you’re not absolutely positive about the nature of the email or attachment.

PLEASE DO

Do use common sense and be extra careful before you click!

Do ask your ISSO if you’re not sure about the nature of an email or attachment.

Do make sure your Antivirus software is configured to scan your workstation and automatically update the virus definition files every day.  If you’re not sure, ask your ISSO for assistance.

Do report any odd email messages or attachments to your ISSO.

Do notify your ISSO if you believe you have received an infected email attachment.

PLEASE DON’T

Don’t open attachments from persons unknown to you or in unsolicited email.

Don’t open multiple emails with the same subject line or attachment name.  Chances are good that it’s infected.  Call your ISSO immediately.

Don’t forward or reply to emails containing attachments about which you’re unsure.

Don’t broadcast emails which contain “virus alerts”.  (These are often hoaxes.)  Send them to your ISSO, who will ascertain their validity and notify all users.

What we may encounter – Different types of viruses

Hoaxes 
A hoax is generally an email or newsgroup posting claiming that a new threat has been created when in fact it does not exist. The intent of the message is to scare other users into forwarding the false information to others, effectively spreading the hoax. If you receive a hoax message, please disregard it. 

Trojan horses
As the name implies, a Trojan horse program comes with a hidden surprise intended by the programmer but unexpected by the user. Trojan horses are often designed to cause damage or do something malicious to a system, but are disguised as something useful. Unlike viruses, Trojan horses don't make copies of themselves. Like viruses, they can cause significant damage to a computer. 

Viruses 
A virus is a segment of executable code or script that implants itself into an executable file or script-enabled document and spreads systematically from one file to another. This systematic process of self-replication differentiates viruses from other virus-like computer infections such as Trojan horse programs and worms. 

Worms 
Like viruses, worms replicate themselves. However, instead of spreading from file to file they spread from computer to computer, infecting an entire system.  The Melissa and the I Love You worms are good examples that we’ve recently encountered at our regional CPOCs.

What they can do to your computer

Cause system instability 
May cause the computer to crash or to behave in an unexpected fashion. 

Compromise security settings 
May attempt to gain access to passwords or other system-level security settings. It might also search for openings in the Internet processing components of the computer to install a program on that system that could be controlled remotely by someone over the Internet. Much of the information we deal with as personnelists is classified as sensitive and is to be protected under the Privacy Act of 1974.  Social Security numbers and dates of birth are a marketable commodity.

Clog email servers

Worms which send themselves to a number of email addresses in the Address Book (such as Melissa, which sent herself to the first 50 addresses) can bring the electronic mail server to it’s knees or cause it to fail altogether, thereby disabling email service for an organization.  Note that email traffic will increase exponentially as the virus or worm spreads itself throughout the network and beyond.

Degrade performance 
Slows computer operations. This might involve allocating available memory, creating files that consume disk space, or causing programs to load or execute more slowly. 

Delete files 
Deletes various files on the hard disk. The number and type of files that might be deleted vary among viruses. 

Modify system settings

Windows NT, the operating system utilized on our networks, has a complex list of settings  each workstation uses called the Registry, similar to the old config.sys file.  Many viruses attack and modify settings in your Registry, causing poor performance, decreased security, and system instability.

One click can be trouble!

What happens if you do open an infected attachment, and the virus or worm hits?  That depends.  There are malicious viruses and benign viruses.  In the cases of Melissa and I Love You, once opened, these worms made changes to the system Registry, infected files on the workstation, and mailed themselves to multiple addresses in the address book.  Repair on infected workstations and servers is difficult and time-consuming, involving many – if not all – of the following steps:

1. Waiting for ACERT to ascertain the nature of the virus or worm and post the repair procedures.

2. Obtaining the instructions for repair.

3. Searching for and removing/repairing files.

4. Reloading the operating system and/or reformatting the hard drive.

These procedures take time, and the result is man-hours spent - for both the user and systems personnel – where they needn’t be.  With about 200 people in a CPOC, there are potentially a lot of workstations to repair.  Better safe than sorry!
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